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Office Action Summary 



Application No. 

10/058,651 



Examiner 

Kyung H Shin 



Applicant(s) 

BLUMENAU ET AL 



Art Unit 

2132 



- The MAILING DATE of this communication appears on the cover sheet with the correspondence address - 
Period for Reply 

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) FROM 
THE MAILING DATE OF THIS COMMUNICATION. 

- Extensions of time may be available under the provisions of 37 CFR 1 .136(a). In no event, however, may a reply be timely filed 
after SIX (6) MONTHS from the mailing date of this communication. 

• If the period for reply specified above is less than thirty (30) days, a reply within the statutory minimum of thirty (30) days will be considered timely. 

- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication. 

• Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 1 33). 
Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any 
earned patent term adjustment. See 37 CFR 1.704(b). 

Status 

1 )^ Responsive to communication(s) filed on 10 February 2004 . 
2a)D This action is FINAL. 2b)K This action is non-final. 

3) D Since this application is in condition for allowance except for formal matters, prosecution as to the merits is 

closed in accordance with the practice under Ex parte Quayle, 1935 CD. 1 1 , 453 O.G. 213. 

Disposition of Claims 

4) [X] Claim(s) 1-12 is/are pending in the application. 

4a) Of the above claim(s) is/are withdrawn from consideration. 

5) D Claim(s) is/are allowed. 

6® Claim(s) 1-12 is/are rejected. 

7) D Claim(s) is/are objected to. 

8) D Claim(s) are subject to restriction and/or election requirement. 

Application Papers 

9) D The specification is objected to by the Examiner. 

10) ^ The drawing(s) filed on 10 February 2004 is/are: a)[3 accepted or b)D objected to by the Examiner. 

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1 .85(a). 
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d). 

1 1) D The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152. 

Priority under 35 U.S.C. §119 

12) D Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 1 19(a)-(d) or (f). 
a)D All b)D Some * c)D None of: 

1 .□ Certified copies of the priority documents have been received. 

2.Q Certified copies of the priority documents have been received in Application No. . 



3.D Copies of the certified copies of the priority documents have been received in this National Stage 
application from the International Bureau (PCT Rule 17.2(a)). 
* See the attached detailed Office action for a list of the certified copies not received. 
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1 ) ^ Notice of References Cited (PTO-892) 

2) Q Notice of Draftsperson's Patent Drawing Review (PTO-948) 
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DETAILED ACTION 



Response to Amendment 

1 . This action is in response to the Applicant's amendment filed Feb. 10, 2004. 

2. Claim 7 is amended, claims 10-12 are added, claims 1 - 12 are pending on 
this application. Claims 1, 7, 12 are independent claims. 



3. Applicant's arguments, filed Feb. 1 0, 2004, with respect to the rejection(s) of 
claim(s) 1-12 under 35 USC 103(a) have been fully considered and are persuasive. 
Therefore, the rejection has been withdrawn. However, upon further consideration, a 
new ground(s) of rejection is made over Best in view of Rigal and further in view of 
Little et al. 



4. Claims 1,3-7, 9, are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Best, (U.S. Patent No. 4,465,901 ) in view of Rigal (U.S. Patent No. 5,881 ,1 55). 

Regarding claims 1, 7, Best discloses the art of cryptographic microprocessor 
authentication protocol, which resides in an electronic circuit chip (see Fig.1) 
comprising: 



Response to Arguments 



Claim Rejections - 35 USC § 103 
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a) a memory for storing information defining an encryption procedure assigned to 
the electronic circuit chip (see col. 4, lines 47-52, and col. 4, lines 57-60) 

b) at least one input to the electronic circuit chip for writing, to the memory, the 
information defining the encryption procedure assigned to the electronic circuit 
chip, and for receiving data to be encrypted by the encryption procedure 
assigned to the electronic circuit chip (see col. 4, lines 41-56) 

c) encryption circuitry for reading from the memory the information defining the 
encryption procedure assigned to the electronic circuit chip, and for encrypting 
the data from said at least one input to the electronic circuit chip according to the 
encryption procedure assigned to the electronic circuit chip, to produce encrypted 
data (see col. 6, lines 19-21 and col. 7, line 60 - col. 8, line 4); 

d) at least one output from the electronic circuit chip for transmitting the encrypted 
data produced by the encryption circuitry (see col. 7, lines 45-47); 

e) wherein the electronic circuit chip is constructed so that the information defining 
the encryption procedure assigned to the electronic circuit chip cannot be read 
from the memory from any output of the electronic circuit chip (see col. 5, lines 
56-60, and col. 13, lines 14-29) 

f) wherein the electronic circuit chip is constructed so that it is virtually impossible 
to recover the information in the memory by probing, inspection, or disassembly 
(see col. 16, lines 42-50: "If the enciphered program is small enough it may be 
stored in ROM in cipher or transposed form on the crypto-microprocessor chfe to 
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prevent a pirate from reading the program from a photographic enlargement of 
the chip or by probing an easily found internal bus ", and col. 18, lines 26-37) 

g) Best discloses metal, oxide and semiconductor (MOS) but does not specifically 
mention a metal shielding layer over the memory. However, Rigal in analogous 
art discloses a metal shielding layer (see FIGS. 5 and 6, and col. 6, lines 30-37: 
". . ..Guard ring 50 is a metallic layer used to electrically isolate the protected chip 
from external electrical influences. Its specific dimensions are not of particular 
importance. For example, guard ring 50 can be formed at the periphery of the 
protected chip 10 and on a surface of the protective chip 20..") It would have 
been obvious to one of ordinary skill in the art at the time the invention was made 
to modify Best with a metallic layer over EEPROM as taught in Rigal. One would 
have been motivated to substitute the metallic layer in Rigal in order to reduce 
tempering capability, so that the information stored in the memory cannot be read 
by visual inspection or probing and the information can also be resistant to 
interference, which enhances protection of the confidential information stored in 
the chip. 

Regarding claims 3 and 9, Best discloses the electronic circuit chip, wherein the 
memory is an electrically erasable and programmable read-only memory (see col. 14, 
lines 3-7: "If the S-boxes are electrically alterable read-only memory then a battery is 
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not needed and loading circuit 76 would be changed accordingly." and col. 20, lines 46- 
61). 

Regarding claim 4, Best discloses the electronic circuit chip, wherein said encryption 
circuitry includes a microprocessor for computing the encrypted data (see col. 18, line 
66- col. 19, line 12). 

Regarding claim 5, Best discloses the electronic circuit chip as claimed in claim 4, 
wherein the microprocessor is constructed to execute an encryption program stored in 
the memory, and the encryption program defines the encryption procedure assigned to 
the electronic circuit chip (see col. 19, lines 36-57). 

Regarding claim 6, Best discloses the electronic circuit chip as claimed in claim 4, 
wherein said microprocessor is programmed to read an encryption key from the 
memory, and to compute the encrypted data using the encryption key, and the 
encryption key defines the encryption procedure assigned to the electronic circuit chip 
(see col. 5, line 63- col. 6, line 12). 

Regarding Claim 12 (NEW), Best discloses an electronic circuit chip comprising: 
a) - g) These limitations encompass the same scope of the invention as that of 
the claim 1 . a - g, therefore these limitations are rejected for the same reason as the 
claim 1 . a - g. 

h) Rigal in analogous art discloses the electronic circuit chip is a semiconductor 
integrated circuit chip, the memory is an electrically erasable and programmable 
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read-only memory ( EEPROM) , and the metal shielding layer over the memory is an 
upper layer of metal on the electronic circuit chip; (see Rigal, col. 4, lines 53-62, 

" provided with an electrically erasable memory (EEPROM or flash EPROM), a 

volatile memory (RAM) and encryption capabilities." and Rigal, FIGS. 5 and 6, and 
col. 6, lines 30-37: "....Guard ring 50 is a metallic layer used to electrically isolate the 
protected chip...) It would have been obvious to one of ordinary skill in the art at the 
time the invention was made to modify Best's semiconductor chip, with the metal 
shielding layer over the EEPROM as taught in Rigal. One would have been 
motivated to substitute the type of chip as Rigal in order to make a reliable and 
efficacious solution for enhanced security against an unlawful attempt to gain access 
to data stored in a security device. 

i) wherein the microprocessor is programmed to read an encryption key from the 
memory, and to compute the encrypted data using the encryption key, and the 
encryption key defines the encryption procedure assigned to the electronic circuit 
chip, (see Best, col. 6, lines 48-55, and col. 9, lines 54-57: "Crypto -microprocessors 
which use this encryption method are shown in FIGS. 1, 8, 9, and 15. To decipher a 
byte the enciphered byte is exclusive-ORed with a scrambled function of the byte's 
address.") 
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5. Claims 2, 8, and 10, 11 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Best, (U.S. Patent No. 4,465,901) in view of Rigal (U.S. Patent No. 
5,881,155) and further in view of Little et al. (U.S. Patent No. 5,998,858). 

Regarding claims 2, 8, Best discloses the electronic circuit chip with a type of 
semiconductor integrated circuit chip (see col. 18, line 66- col. 19, line 12), however, 
Best's chip is not monolithic semiconductor integrated circuit chip . Little discloses a 
monolithic semiconductor chip (see col. 18, lines 26-37: "The electronic data module 
100, .... is designed to hermetically house a monolithic semiconductor chip 135 that 
may comprise a host of circuit elements such as memory, microprocessors, multiplexing 
circuitry and electrostatic discharge protection circuitry.") It would have been obvious to 
one of ordinary skill in the art at the time the invention was made to modify Best with a 
monolithic semiconductor chip as taught in Little. One would have been motivated to 
substitute the monolithic semiconductor chip in Little in order to enhance detection 
associated with an unlawful attempt to gain access data stored in the chip. 

Regarding claims 10, 11 (NEW), Best discloses the electronic circuit chip as claimed 
in claims 1, 7, wherein the electronic circuit chip is a monolithic semiconductor 
integrated circuit chip, (see Little, col. 18, lines 26-37) the memory is an electrically 
erasable and programmable read-only memory, (see Best, col. 14, lines 3-7, and Rigal, 
col. 4, lines 53-62) and the metal shielding layer over the memory is an upper layer of 
metal (see Rigal, col. 6, lines 30-37) on the electronic circuit chip, (see Best, col. 16, 
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lines 42-46) It would have been obvious to one of ordinary skill in the art at the time 
the invention was made to modify Best with a metallic layer over EEPROM as taught in 
Rigal and monolithic semiconductor chip as taught in Little. One would have been 
motivated to combine the metallic layer in Rigal and monolithic chip in Little in order to 
make an effective chip for reducing tampering capability, so that the information stored 
in the memory cannot be read by visual inspection or probing, which enhances 
protection of the confidential information stored in the chip. 



Contact Information 

6. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Kyung H Shin whose telephone number is 703-305- 
071 1 . The examiner can normally be reached on 6:30 am - 4:30 pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gilberto Barron can be reached on 703-305-1830. The fax phone number 
for the organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
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Business Center (EBC) at 866-217-9197 (toll-free). 



KHS 

Kyung H Shin 
Patent Examiner 
Art Unit 2132 

KHS 

April 29, 2004 

GILBERTO BARRON 
SUPERVISORY PATENT EXAMINER 
TECHNOLOGY CENTER 2100 



